Privacy Assessment Instructions

The tool is set up in a matrix fashion, following the final regulation. The section of the
regulation that the question refersto is listed and named. The “Rule Comments’ column
gives a brief statement of what is required / allowed by the regulation. The wording of
these, for the most part, comes directly from the published rule.

Complete the questionnaire by writing your response to the question in the “Response”
column. If you need more space for any questions attach your answers on a separate
paper referenced by the question number (Q#). If anissue or topic is not relevant to you,
write “N/A” in the response column. For example, if you do not do research or produce
psychotherapy notes. Include in your response reference to any current policy and
procedure that addresses that issue.

In the process of completing the questionnaire you will be identifying uses and
disclosures of protected health information and to whom the information is disclosed.
Record these on the attached “Use and Disclosure List.” Include on this list those uses
and disclosures that may not be identified in the course of filling out the questionnaire.
For example, aso list any additional business partners you share information with that are
not identified in the course of the questionnaire. For example, those you share
information with for payment, treatment, and normal business operations.

After the questionnaire and list are completed for al areas of your company, identify
gaps and begin developing a plan to address them. For example:
Review all referenced policies and procedures and update or develop as needed.
Review al business partner agreements/contracts for compliance.
| dentify minimum necessary requirements for information subject to them
Implement authorization processes and model form.
Identify processes for de-identifying information
Once all policies and procedures are updated/devel oped, develop the Notice of
Privacy Practices.



Attachment 1: Definitions (Revised per Final Rule)

Protected Health Information (PHI): Protected health information is defined as
individually identifiable health information that transmitted by electronic media,
maintained in any medium as described in the definition of electronic media at 162.103
of this subchapter, and transmitted or maintained in any other form or medium.
Individualy Identifiable Health Information is defined as health information including
demographic information, collected from an individual and created or received by a
health care provider, health plan, employer or health care clearinghouse, and relates to the
past, present, or future physical or mental health or condition of the individual; the
provision of health care to an individual, and that identifies the individua or with respect
to which there is a reasonable basis to believe the information can be used to identify the
individual.

Psychotherapy Notes are defined as notes recorded (in any medium) by a health care
provider who is a mental health professional documenting or analyzing the contents of
conversation during a private counseling session or a group, joint, or family counseling
sessionand that are separated from the rest of the individual's medical record. Such term
would not include medication prescription and monitoring, counseling session start and
stop times, the modalities and frequencies of treatment furnished, results of clinical tests,
or a brief summary of the following items: diagnosis, functional status, the treatment
plan, symptoms, prognosis and progress to date.

Attachment 2: Consent for Treatment, Payment, or Health Care Operations

The following are general requirements and implementation specifications for obtaining
consent for uses or disclosures of protected health information for treatment, payment or
health care operations.

Failure to obtain a consent must be documented. The documentation must contain
information about the attempt to obtain consent and the reason why consent was not
obtained.

A consent obtained by one covered entity is not effective to permit another covered
entity to use or disclose protected health information.

A provider may condition treatment on the provision of obtaining a consent and a
health plan may condition enrollment on the provision of obtaining a consent.

The consent may not be combined in a single document with the Notice of Privacy
Practices.

The consent may be combined with other written legal permission from the individual
if the consent for treatment, payment, or health care operationsis visually and
organizationally separate from other written legal permission and is separately signed
and dated by the individual.

A consent may be combined with a research authorization that meets the research
authorization requirements of the regulation (164.508(f)).



An individual may revoke, in writing, a consent at anytime except to the extent that
the covered entity has already taken action on the existing consent.

Signed consents must be documented and retained in original or electronic copy for
six years from the date of creation or the date when it was last in effect, whichever is
later.

A consent must meet the following content requirements:

0 Bein plain language;

o Inform the individual that PHI may be used and disclosed to carry out
treatment, payment, or health care operations;

0 Refer theindividual to the Notice of Privacy Practices for amore complete
description of such uses and disclosures;

o0 Statethat the individual has the right to review the Notice of Privacy
Practices prior to signing the consent;

o If the covered entity has reserved the right to change its privacy practices,
state that the terms of the notice may change and describe how the
individual may obtain a revised notice;

0 Statethat the individual has the right to request a restriction on how
his’/her PHI is used or disclosed to carry out payment, treatment, and
health care operations (The covered entity is not required to agree to
restrictions, but if it does, it must follow them);

0 Statethat the individual has the right to revoke the consent in writing,
except to the extent that action has already been taken on the initial
consent;

0 Besigned by theindividual and dated.

The consent is considered defective, and therefore not valid, if it lacks any of required
elements or has been revoked.

If there is a conflict between an obtained consent and any other authorization or
written legal permission for disclosure of PHI for payment, treatment, or health care
operations, use and disclosure must follow the more restrictive document.

Attempts may be made to resolve the conflict by obtaining a new consent, or
communicating (orally or in writing) with the individual to determine the individua’s
preference for resolving the conflict. The individual’s preference must be
documented and the covered entity must follow this preference.

If a covered entity participates in an organized health care arrangement, ajoint
consent may be used. A joint consent must

0 Include the name or other specific identification of the covered entities to
which the consent applies

0 Meet al the other requirements of avalid consent, except required
statements may be altered to reflect that the consent covers more than one
covered entity.

If an individual revokes ajoint consent, the entity receiving the revocation must
inform all other entities covered by the consent of the revocation as soon as
practicable.



Attachment 3: Exceptionsto Authorization for Use or Disclosure of Psychother apy
Notes.

If avalid consent is obtained for treatment, payment, and health care operations, an
additional authorization for use or disclosure of psychotherapy notes is not required under
the following situations:
- Use by the originator of the notes for treatment;
Use or disclosure by the covered entity in training programs in which students,
trainees, or practitioners in mental health learn under supervision to practice or
improve their skillsin group, joint, family, or individual counseling;
Use or disclosure by the covered entity to defend a legal action or other proceeding
brought by the individual;
Use or disclosure required by the Secretary (of DHH) to investigate or determine the
covered entity’ s compliance with this regulation;
Use or disclosure is required by law and is limited to the relevant requirements of
such law;
Disclosure to a health oversight agency for activities with respect to the oversight of
the originator of the psychotherapy notes;
Disclosure to coroners and medical examiners for the purpose of identifying a
deceased individual, determining a cause of death, or other duties as authorized by
law;
If abelief (in good faith of the covered entity) that disclosure is necessary to prevent
or lessen a serious and imminent threat to the health or safety of a person or the
public.

Attachment 4: Authorizations

The regulation spells out the requirements for valid authorizations as well as use of
compound authorizations and a prohibition on conditioning of authorizations. A valid
authorization is a document that contains the core elements and, as applicable, the
elements required in authorizations requested by a covered entity for its own use and
disclosures; authorizations requested by a covered entity for disclosure by others; and
authorizations for uses and disclosures of PHI created for research that includes treatment
of the individual.
The core elements of a valid authorization are:
- A description of the information to be used or disclosed that identifies the information
in a specific and meaningful fashion;
The name or other specific identification of the person(s), or class of persons,
authorized to make the requested use or disclosure;
The name or other specific identification of the person(s), or class of persons, to
whom the covered entity may make the requested use or disclosure;
An expiration date or an expiration event that relates to the individua or the purpose
of the use or disclosure;



A statement of the individua’s right to revoke the authorization in writing and the
exceptions to the right to revoke, together with a description of how the individual
may revoke the authorization;

A statement that information used or disclosed pursuant to the authorization may be
subject to redisclosure by the recipient and no longer protected by this rule;
Signature of the individual and date;

If the authorization is signed by a personal representative of the individual, a
description of such representative’ s authority to act for the individual;

The authorization must also be written in plain language.

Authorizations requested by a covered entity for its own uses and disclosures, in addition

to containing the core elements listed above, must include the following elements:

- A statement that the covered entity will not condition treatment, payment, enrollment
in the health plan, or eligibility for benefits on the individua’s providing
authorization for the requested use or disclosure, if the requested use or disclosure is
prohibited by the regulation (See Attachment 6 for the prohibitions for conditioning);
A description of each purpose of the requested use or disclosure;

A statement that the individual may:
0 inspect or copy the PHI to be used or disclosed;
o refuse to sign the authorization; and
o if the use or disclosure will result in direct or indirect remuneration to the
covered entity from athird party, a statement of such remuneration;
A copy of the signed authorization must also be given to the individual.

Authorizations requested by a covered entity for disclosure by other covered entities, in
addition to containing the core elements listed above, must include the following
elements:
A description of each purpose of the requested disclosure;
Except for an authorization upon which payment may be conditioned, a statement that
the covered entity will not condition treatment, payment, enrollment in the health
plan, or digibility for benefits on the individual’s providing authorization for the
requested use or disclosure (A health plan may condition payment of a claim for
specified benefits on provision of an authorization if the disclosure is necessary to
determine payment of the claim and the authorization is not for a use or disclosure of
psychotherapy notes.);
A statement that the individual may refuse to sign the authorization.
A copy of the signed authorization must also be given to the individual.

Authorizations for uses and disclosures of PHI created for research that includes
treatment of the individual must be obtained, except for research purposes as permitted
by the regulation (See Attachment 14 for a description of these exceptions). Such
authorizations must contain all the core elements listed above, the additional elements
required for authorizations requested by a covered entity for it own uses and disclosures,
as well as the following:

A description of the extent to which such protected health information will be used or

disclosed to carry out treatment, payment, or health care operations,



A description of any PHI that will not be used or disclosed for purposes permitted in
accordance with uses and disclosures requiring an opportunity for the individua to
agree or object and uses and disclosures for which consent, and authorization, or
opportunity to agree or object is not required, provided that covered entity may not
include a limitation affecting its right to make a use or disclosure that is required by
law or necessary to prevent or lesson a serious and imminent threat to the health or
safety of a person or the public;

If the covered entity has obtained or intends to obtain a consent for treatment,
payment, or health care operations, or has provided or intends to provide a Notice of
Privacy Practices, the authorization must refer to that consent or notice, as applicable,
and state that the statements made are binding.

These types of research authorizations may be in the same document as a consent to
participate in the research; a consent to use or disclose PHI to carry out treatment,
payment, or health care operations; or a notice of privacy practices.

An authorization with any of the following defects is considered not valid and may not be
used or acted upon.
- The expiration date has passed or the expiration event is known (by the covered
entity) to have occurred;
The authorization has not been filled out completely, with respect to the required
elements listed above;
The authorization is known by the covered entity to have been revoked;
The authorization lacks any of the required elements listed above;
The authorization violates the conditions for alowable use of a compound or
combined authorization (see Attachment 5);
Any material information in the authorization is known by the covered entity to be
fase.

Attachment 5: Compound Authorizations

An authorization for use or disclosure of PHI may not be combined with any other

document to create a compound authorization, except as follows:

- Anauthorization for the use or disclosure of PHI created for research that includes
treatment of the individual may be combined with other authorizations as indicated
above (See Attachment 4);

An authorization for a use or disclosure of psychotherapy notes may only be
combined with another authorization for a use or disclosure of psychotherapy notes;
An authorization (other than that for psychotherapy notes) may be combined with any
other authorization allowed for under “Uses and disclosures for which an
authorization is required” (164.508), except when a covered entity has conditioned
the provision of treatment, payment, enrollment in the health plan, or eigibility for
benefits on the provision of one of the authorizations.



Attachment 6: Prohibition on Conditioning of Authorizations

A covered entity may not condition the provision of treatment, payment, enrollment in
the health plan, or dligibility of benefits on the provision of an authorization except under
the following circumstances:

- A covered health care provider may condition the provision of research related
treatment on a provision of an authorization that meets the requirements listed in
Attachment 4;

A health plan may condition enrollment in the health plan or digibility for benefits on
provision of an authorization requested by the health plan prior to an individua’s
enrollment in the health plan if:

0 The authorization sought is for the health plan’s eligibility or enrollment
determinations relating to he individual or for its underwriting or risk
rating determinations; and

0 Theauthorization is not for a use or disclosure of psychotherapy notes.

A health plan may condition payment of a claim for specified benefits on provision of
an authorization “requested by a covered entity for disclosures by others” if:

0 Thedisclosureis necessary to determine payment of the claim; and

0 The authorization is not for a use or disclosure of psychotherapy notes.

A covered entity may condition the provision of health care that is solely for the
purpose of creating PHI for disclosure to athird party on provision of an
authorization for the disclosure of the PHI to the third party.

Attachment 7: Use and Disclosure for a Facility Directory — Emergency
Circumstances

If the opportunity to object to uses or disclosures of PHI in afacility directory cannot be
provided because of the individual’s incapacity or an emergency treatment circumstance,
some or al of the alowable PHI may be used in a facility directory if such useis:
Consistent with a prior expressed preference of the individual, if any, that is known
by the covered health care provider, and
In the individual’ s best interest as determined by the covered health care provider, in
the exercise of professiona judgment.
The covered hedlth care provider must inform the individual and provide an opportunity
to object to uses or disclosures for directory purposes when it becomes practicable to do
0.

Attachment 8: Uses and Disclosuresfor Involvement in the Individual’s Care and
Notification Purposes.

The disclosure requirements that must be met to release PHI to a family member, other
relative, etc. to the extent that that person is involved in the individual’s care or payment
related to care, or for notification purposes are:
If the individual is present for, or otherwise available prior to the use or disclosure and
has the capacity to make health care decisions, the covered entity must:

Obtain the individual’ s agreement;



Provide the individual with the opportunity to object to the disclosure, and the
individual does not express and objection; or

Reasonably infer from the circumstances, based on professional judgment, that the
individual does not object to the disclosure.

If the individual is not present, or the opportunity to object cannot practicably be
provided due to the individual’ s incapacity or emergency situation, the covered entity
may':
Exercise professional judgment to determine whether the disclosure is in the best
interest of the individua; and
Only disclose the PHI that is directly relevant to the person’s involvement with the
individua’s care.

Furthermore, a covered entity may disclose PHI to a public or private entity authorized
by law or by its charter to assist in disaster relief efforts, for the purpose of coordinating
with such entities the uses and disclosures noted above (e.g., disclosures for involvement
in the individua’s care and disclosures for notification). The covered entity must meet
the disclosure requirements listed above to the extent that, under professional judgment,
the requirements do not interfere with the ability to respond to the emergency
circumstances.

Attachment 9: Restrictionsfor Disclosureto an Employer

Disclosure of PHI to an employer is allowed, without written consent or authorization, or
opportunity to agree or object, if the covered entity is a covered health care provider who
isamember of the workforce of the employer or provides health care at the request of the
provider. The disclosures are limited to conducting an evaluation relating to medical
surveillance of the workplace or to evaluate whether the individual has a work related
illness or injury. Further restrictions require:
Limiting the PHI disclosed to findings concerning awork related illness or injury, or
aworkplace related medical surveillance;
The employer to need such information in order to comply with its obligations under
29 CFR parts 1904 through 1928, 30 CFR parts 50 through 90, or under state law
having asimilar purpose;
The covered health care provider to provide written notice to the individual that PHI
relating to the surveillance or work related illnesses and injuries is disclosed to the
employer. This may be done by:
0 Giving a copy of the notice to the individual at the time the health careis
provided; or
o If hedth careis provided on the work site of the employer, by posting the
notice in a prominent location where the care is provided.



Attachment 10: Restrictions Related to Disclosures about Victims of Abuse,
Neglect, or Domestic Violence.

A covered entity may disclose PHI about an individual about whom the entity reasonably
believes to be avictim of abuse, neglect, or domestic violence to a government authority,
including a social service or protective services agency, authorized by law to receive such
reports with the following restrictions: (Reports of child abuse or neglect given to the
approprlately authorized organizations are exempted from these restrictions.)
Disclosure is alowed to the extent it is required by law, complies with the law, and is
limited to the relevant requirements of the law;
The individual agrees with the disclosure; or
The disclosure is to the extent expressly authorized by statue or regulation; and
The covered entity, in professional judgment, believes the disclosure is necessary to
prevent serious harm to the individual or other potentia victims; or
The individual is unable to agree due to incapacity, the authorized recipient of the
PHI represents that the information will not be used against the individual, and an
immediate enforcement activity that depends upon the disclosure would be materially
and adversely affected by waiting until the individua is able to agree to the
disclosure.

A covered entity who makes such a disclosure must inform the individual that such a

report has been or will be made, except if:

- The covered entity, in professional judgment, believes informing the individual would
place the individual at risk of serious harm; or
The covered entity would be informing a personal representative, and reasonably
believes the persona representative is responsible for the abuse, neglect or other
injury, and informing such person would not be in the best interest of the individual,
in the entity’s professional judgment.

Attachment 11: Conditions under which Information may be Released for Judicial
and Administrative Proceedings.
Disclosure of PHI may be made in the course of judicial and administrative proceedings
under the following conditions:
- Inresponse to a court order or administrative tribunal, provided only the PHI
expressly authorized is disclosed; or
In response to a subpoena, discovery request, or other lawful process that is not
accompanied by a court order or administrative tribunal if:

0 The covered entity receives awritten statement and accompanying
documentation showing that the requestors of the PHI showed a good faith
effort to provide written notice to the individual;

0 The notice contained sufficient information about the litigation or
proceeding in which the PHI is requested to permit the individual to raise
an objection to the court or administrative tribunal; and

o0 Thetime for the objections has elapsed and no objections were filed, or all
filed objections have been resolved and the disclosure is consistent with
the resolution.

The covered entity receives written statement and accompanying documentation that:



0 The partiesto the dispute giving rise to the request for the information
have agreed to a qualified protective order and have presented it to the
court or administrative tribunal; or

0 The party seeking the PHI has requested a qualified protective order from
such court or administrative tribunal;

0 A qualified protective order is defined as an order of a court or an
administrative tribunal or stipulation by the parties in the litigation or
administrative proceeding that prohibits the parties from using or
disclosing the PHI for any other purpose other than for which the
information was requested, and requires the return to the covered entity or
destruction of the PHI at the end of the litigation or proceeding.

However, if the covered entity itself makes reasonable efforts to provide notice to the
individual or seeks a qualified protective order, it may disclose PHI in response to
lawful process without receiving awritten statement and documentation of the
requesting persons attempt to notify the individual of the disclosure.

Attachment 12: Conditions for Disclosuresfor Law Enfor cement

The regulation authorizes disclosure of certain PHI pursuant to process and as otherwise
reqw ired by law. A covered entity may disclose protected health information:
As required by law, including laws that require the reporting of certain types of
wounds or other physical injuries, (except for laws related to disclosure about reports
of child abuse or neglect, and except for laws related to disclosure about victims of
abuse, neglect, or domestic violence); or
In compliance with and as limited by the relevant requirements of
0 acourt order or court-ordered warrant, or a subpoena or summons issued
by ajudicial officer;
0 agrand jury subpoena; or
0 an administrative request, including an administrative subpoena or
summons, a civil or an authorized investigative demand, or similar process
authorized under law, provided that:
= theinformation sought is relevant and material to alegitimate law
enforcement inquiry;
= therequest is specific and limited in scope to the extent reasonably
practicable in light of the purpose for which the information is
sought; and
= de-identified information could not reasonably be used.

Attachment 13: Conditions for Disclosure of | nformation about Victims of a Crime

A covered entity may disclose PHI about a victim of a crime without written consent or

authorization, or opportunity to agree or object under certain conditions.

- The covered entity may disclose information required by law as permitted for
identification and location purposes,
The covered entity may disclose information if it falls under the requirements for uses
and disclosures permitted for public health activities;



The covered entity may disclose information if it falls under the requirements for
disclosures about victims of abuse, neglect, or domestic violence;
The entity may disclose information about a crime victim if:

0 Theindividual agrees to the disclosure,

0 The law enforcement official represents that immediate law enforcement
activity that depends upon the disclosure would be materially and
adversaly affected by waiting until the individual is able to agree to the
disclosure, and

0 Thedisclosureisin the best interests of the individual as determined by
the covered entity, in the exercise of professional judgment.

Attachment 14: Conditionsfor Use and Disclosur e of I nformation for Resear ch

A covered entity may use or disclose PHI for research, regardless of the source of
funding, provided that:
Documentation is obtained from a qualified Institutional Review Board or privacy
board that an alteration or waiver, in whole or part, of the individua authorization
form (as required in the section of “uses and disclosures for which an authorization is
required”) has been approved. (See below for the criteria of aqualified IRB and
qualified privacy board and the required components of the documentation.)
The researcher has provided that:
0 Useand disclosure is sought solely to review PHI as necessary to prepare
aresearch protocol or for similar purposes to prepare for the research;
0 No PHI isto be removed from the covered entity by the researcher in the
course of the review; and
0 The PHI for which access is sought is necessary for the research purposes.
If decedent’s information is to be used, the researcher must provide:
0 Representation that the use or disclosure sought is solely for research on
the PHI of decedents;
o0 Documentation (at the request of the covered entity) of the death of such
individuals; and
0 Representation that the protected health information for which use or
disclosure is sought is necessary for the research purposes.

An Ingtitutional Review Board must be established in accordance with any of the
regulations listed below:

7 CFR 1c.107 10 CFR 745.107 14 CFR 1230.107 15 CFR 27.107
16 CFR 1028.107 21 CFR 56.107 22 CFR 225.107 24 CFR 60.107
28 CFR 46.107 32 CFR 219.107 34 CFR 97.107 38 CFR 16.107
40 CFR 26.107 45 CFR 46.107 45 CFR 690.107 49 CFR 11.107

A privacy board must meet the following criteria
Have members with varying backgrounds and appropriate professional competency
as necessary to review the effect of the research protocol on the individual’s privacy
rights and related interests.



Includes at least one member who is not affiliated with the covered entity conducting
or sponsoring the research, and not related to any person who is affiliated with any
such entities.

Does not have any member participating in areview of any project in which the
member has a conflict of interest.

Documentation of waiver approval. For use and disclosure to be permitted based on the

documentation of approval of an alteration or waiver, the documentation must include:

- A statement identifying the IRB or privacy board and the date on which the alteration
or waiver of authorization was approved;
A statement that the IRB or privacy board had determined that the alteration or
waiver, in whole or in part, of authorization satisfies the following criteria:

0 The use or disclosure of PHI involves no more than minimal risk to the
individuals;

0 The ateration or waiver will not adversely affect the privacy rights and
welfare of the individuals,

0 The research could not practicably be conducted without the alteration or
waiver;

0 The research could not practicably be conducted without access to and use
of the PHI;

0 The privacy risksto individuals whose PHI is to be used or disclosed are
reasonable in relation to the anticipated benefits if any to the individuals,
and the importance of the knowledge that may reasonably be expected to
result from the research;

0 Thereisan adequate plan to protect the identifiers from improper use and
disclosure;

0 Thereisan adequate plan to destroy the identifiers at the earliest
opportunity consistent with conduct of the research, unlessthereisa
health or research justification for retaining the identifiers, or such
retention is otherwise required by law;

0 There are adequate written assurances that the PHI will not be reused or
disclosed to any other person or entity, except as permitted by law, for
authorized oversight of the research project, or for other research for
which the use or disclosure of PHI would be permitted by this regulation.

A brief description of the PHI for which use or access has been determined to be
necessary by the IRB or privacy board (meeting the condition stated above that the
research could not practicably be conducted without the alteration or waiver).
A statement that the alteration or waiver of authorization has been reviewed and
approved under either normal or expedited review procedures as follows:
0 AnIRB must follow the requirements of the Common Rule, including
the normal review procedures found in
7 CFR 1¢.108(b) 10 CFR 745.108(b) 14 CFR 1230.108(b) 15 CFR 27.108(b)
16 CFR 1028.108(b) 21 CFR56.108(b) 22 CFR225.108(b) 24 CFR 60.108(b)
28 CFR 46.108(b) 32 CFR 219.108(b) 34 CFR97.108(b) 38 CFR 16.108(b)
40 CFR 26.108(b) 45CFR 46.108(b) 45 CFR 690.108(b) 49 CFR 11.108(b)
or the expedited review procedures found in
7 CFR 1c.110 10 CFR 745.110 14 CFR 1230.1101 15CFR 27.110




16 CFR 1028.110 21 CFR 56.110 22 CFR 225.110 24 CFR 60.110
28 CFR 46.110 32 CFR 219.110 34 CFR 97.110 38 CFR 16.110
40 CFR 26.110 45 CFR 46.110 45 CFR 690.110 49 CFR 11.110

0 A privacy board must review the proposed research at convened meetings at
which amgjority of members is present, including one member who satisfies
the criteria on non-affiliation or conflict of interest noted above, and the
alteration or waiver of authorization must be approved by the mgjority of
members present at the meeting, unless the privacy board elects to use an
expedited review procedure in accordance with those listed above;

0 A privacy board may use an expedited review procedure if the research
involves no more than minimal risk to the privacy of the individuals who are
the subject of the PHI for which use or disclosure is being sought. If an
expedited review procedure is used, the review and approval of the waiver or
alteration of authorization may be carried out by the chair of the privacy board
or by one or more members as designated by the chair.

The documentation of the alteration or waiver of authorization must be signed by the
chair, or other member as designated by the chair, of the IRB or privacy board, as
applicable.

Attachment 15: Requirementsfor Uses and Disclosuresto Avert a Serious Threat to
Health or Safety.

A covered entity may, consistent with applicable law and standards of ethical conduct,
use or disclose protected health information, if the covered entity, in good faith, believes
the use or disclosure:
- Isnecessary to prevent or lessen a serious and imminent threat to the health or safety
of aperson or the public;
Isto aperson or persons reasonably able to prevent or lessen the threat, including the
target of the threat;
Is necessary for law enforcement authorities to identify or apprehend an individual:
0 Because of a statement by an individual admitting participation in a
violent crime that the covered entity reasonably believes may have caused
serious physical harm to the victim, or
0 Where it appears from al the circumstances that the individual has
escaped from a correctional ingtitution or from lawful custody (as those
terms are defined in the regulation).

A covered entity may NOT use or disclose information pursuant a statement by an
individual admitting participation in a violent crime that the covered entity reasonably
believes may have caused serious physical harm to the victim, if the information is
learned
In the course of treatment to affect the propensity to commit the criminal conduct that
isthe basis for the disclosure, or counseling or therapy; or
Through a request by the individual to initiate or to be referred for the treatment,
counseling or therapy to affect the propensity to commit the criminal conduct
involved.



Furthermore, a disclosure by a covered entity that is made because of a statement by an

individual admitting participation in a violet crime that the covered entity reasonably

believes may have caused serious physical harm to the victim, must be limited to:

- Theinformation that was given in the statement made by the individual admitting
participation in a violent crime; and
The following: name and address; date and place of birth; socia security number;
ABO blood type and rh factor; type of injury; date and time of treatment; date and
time of death, if applicable; and a description of distinguishing physical
characteristics including height, weight, gender, race, hair and eye color, presence or
absence of facial hair, scars, and tattoos.

The regulation describes the presumption of “good faith belief” as the belief being based
upon the covered entity’ s actual knowledge or in reliance on a credible representation by
a person with apparent knowledge or authority.

Attachment 16: Requirements for De-identification of protected health information.

A covered entity may determine that health information is not individually identifiable
health information only if:
a person with appropriate knowledge of and experience with generally accepted
statistical and scientific principles and method for rendering information not
individually identifiable:

o applying such principles and methods, determines that the risk is very
small that the information could be used, aone or in combination with
other reasonably available information, by and anticipated recipient to
identify an individual who is a subject of the information, and

0 documents the methods and results of the analysis that justify such
determination; or

The following identifiers of the individual or of relatives, employers, or household
members of the individual are removed:

o Names,

0 All geographic subdivisions smaller than a State, including street address,
city, county, precinct, zip code and their equivalent geocodes, except for
theinitial three digits of a zip code, if according to the current publicly
available data from the Bureau of the Census:

= The geographic unit formed by combining all zip codes with the
same three initial digits contains more than 20,000 people, and

= Theinitia three digits of azip code for al such geographic units
containing 20,000 or fewer people are changed to 000;

o0 All elements of dates (except year) for dates directly related to an
individual, including birth date, admission date, discharge date, date of
death and all ages over 89 and all elements of dates (including year)
indicative of such age, except that such ages and elements may be
aggregated into a single category of age 90 or older;

o0 Telephone numbers;

0 Fax numbers,



Electronic mail addresses;

Socia Security Numbers,

Medical record numbers;

Health plan beneficiary numbers;

Account numbers;

Certificate/license numbers;

Vehicle identifiers and seria numbers, including license plate numbers ;
Device identifiers and serial numbers,

Web Universal Resource Locators (URL);

Internet Protocol (IP) address numbers;

Biometric identifiers, including finger and voice prints;

Full face photographic images and any comparable images; and

Any other unique identifying number, characteristic, or code; and

The covered entity does not have actual knowledge that the information could be used
alone or in combination with other information, to identify an individual who is a
subject of the information.

OO0 0000000000 Oo

Attachment 17: Implementation Specificationsfor Minimum Necessary Uses of
Protected Health Information.

For any type of disclosure that a covered entity makes on aroutine and recurring basis,
the entity must implement policies and procedures (which may be standard protocols)
that limit the protected health information disclosed to the amount reasonably necessary
to achieve the purpose of the disclosure. For all other disclosures, a covered entity must:
- Develop criteria designed to limit the protected health information disclosed to the
information reasonably necessary to accomplish the purpose for which disclosure is
sought; and
Review requests for disclosure on an individual basis in accordance with such
criteria

A covered entity may rely, if it is reasonable under the circumstances, on a requested

disclosure as the minimum necessary for the stated purpose when:

- Making disclosures to public officias as permitted under “uses and disclosures for
which consent, an authorization, or opportunity to agree or object is not required”
(164.512);

The information is requested by another covered entity;

The information is requested by a professiona who is a member of the entity’s
workforce or is a business associate for the purpose of providing professional
services, if the professiona represents that the information requested is the minimum
necessary for the stated purpose(s);

Documentation or representations that comply with the applicable requirements for
use and disclosure for research purposes (164.512(i)) have been provided by a person
requesting the information for research purposes.

When a covered entity requests PHI from another covered entity, it must limit the request
to that PHI which is reasonably necessary to accomplish the purpose for which the
request is made. Furthermore,



If the request is made on a routine and recurring basis, a covered entity must
implement policies and procedures that limit the protected health information
requested to the amount reasonably necessary to accomplish the purpose for which
the request is made.

If the request is not routine or recurring, a covered entity must review the request on
an individual basis to determine that the PHI sought is limited to the information
reasonably necessary to accomplish the purpose for which the request is made.

For al uses, disclosures, or other requests to which the minimum necessary requirement
applies, a covered entity may NOT use, disclose, or request an entire medical record,
except when the entire medical record is specifically justified as the amount that is
reasonably necessary to accomplish the purpose of the use, disclosure, or request.

Attachment 18: Requirementsfor Use and Disclosure of PHI for Marketing
Purposes

A covered entity is not required to obtain an authorization when it uses or discloses PHI
to make a marketing communication to an individual when the communication:
Occurs in a face-to-face encounter with the individual;
Concerns products or services of nomina value; or
Concerns the health related products and services of the covered entity or of athird
party and the communication meets the applicable conditions listed below.

A covered entity may disclose PHI for purposes of such communications only to a
business associate that assists the covered entity with such communications.

The marketing communications must meet the following conditions:
The communication must:

o ldentify the covered entity as the party making the communication;

o Prominently state the fact that the covered entity has or will receive direct
or indirect remuneration for making the communication, if that is the
case; and

0 Except when the communication is contained in a newsletter or similar
type of general communication device that the covered entity distributes
to abroad cross-section of patients, enrollees, or other broad groups of
individuals, contain instructions describing how the individual may opt
out of receiving future such communications.

If the covered entity uses or discloses PHI to target the communication to individuals
based on their health status or condition:

0 The covered entity must make a determination prior to making the
communication that the product or service being marketed may be
beneficial to the health of the type or class of individual targeted; and

0 The communication must explain why the individual has been targeted
and how the product or service relates to his’her health.



The covered entity must also make reasonable efforts to ensure that individuals who

decide to opt out of receiving future communications are not sent such
communications.

Attachment 19: Requirementsfor Use and Disclosure of PHI for Fundraising
Purposes

A covered entity is not required to obtain an authorization when it uses or discloses
limited PHI to a business associate or to an institutionally related foundation for the

purpose of raising funds for its own benefit. The PHI that is allowed to be disclosed is
limited to:

Demographic information relating to an individual; and
Dates of health care provided to the individual.

Furthermore, the covered entity is only allowed to disclose such information if:

- A statement is included in the covered entity’s notice of privacy practices for
protected health information that the covered entity may contact the individual to
raise funds for the covered entity;

A description of how to opt out of receiving any further fundraising communications
is included in the fundraising materias sent to the individua;

The covered entity makes reasonable efforts to ensure that individuals who decide to
opt out of receiving future communications are not sent such communications.

Attachment 20: I mplementation Specificationsfor Verification

If adisclosure is conditioned on particular documentation, statement, or representations
from the person requesting the PHI, a covered entity may rely (if such relianceis
reasonable under the circumstances) on documentation, statements, or representations
that on their face, meet the applicable requirements. Furthermore,

- The conditions for disclosures for law enforcement purposes pursuant to an
administrative request, including an administrative subpoena or summons, acivil or
an authorized investigative demand, or similar process authorized under law, may be
satisfied by the administrative subpoena or similar process or by a separate written
statement that, on its face, demonstrates that the applicable requirements have been
met.

The documentation required to show approval of an alteration or waiver for use or
disclosure for research purposes may be satisfied by one or more written statements,
provided that each is appropriately signed and dated in accordance with the
regulation (see Attachment 14).

To verify the identity of public officials or persons acting on the behalf of public
officials, for purposes of disclosing PHI, a covered entity may rely on (if such relianceis
reasonable under the circumstances) any of the following:

If the request is made in person, presentation of an agency identification badge, other

official credentials, or other proof of government status,

If the request is in writing, the request is on the appropriate government letterhead; or



If the disclosure is to a person acting on behalf of a public official, awritten
statement on appropriate government letterhead that the person is acting under the
government’ s authority or other evidence or documentation of agency, such asa
contract for services, memorandum of understanding, or purchase order, that
establishes that the person is acting on behalf of the public official.

To verify the authority of public officials or persons acting on behalf of public officials,
for purposes of disclosing PHI, a covered entity may rely on (if such reliance is
reasonable under the circumstances) any of the following:

- A written statement of the legal authority under which the information is requested,
or, if awritten statement would be impracticable, an oral statement of such legal
authority.

If arequest is made pursuant to legal process, warrant, subpoena, order, or other
legal processissued by agrand jury or ajudicial or administrative tribunal is
presumed to constitute legal authority.

The verification requirements are met if the covered entity relies on the exercise of
professional judgment in making a use or disclosure in accordance with the requirements
for uses and disclosures requiring an opportunity for the individual to agree or to object
(164.510), or acts of good faith belief in making a disclosure in accordance with the
requirements of uses and disclosures for law enforcement purposes for which consent,
authorization, or opportunity to agree or object is not required (164.512(j)).

Attachment 21: Accessto Protected Health Information: Right of Access,
Unreviewable Groundsfor Denial, and Reviewable Grounds for Denial.

Individuals have aright of access to inspect and obtain a copy of PHI about themselvesin
a designated record set, for as long as the PHI is maintained in the designated record set,
except for:
- Psychotherapy notes;
Information compiled in reasonable anticipation of, or for usein, a civil, criminal, or
administrative action or proceeding; and
PHI that is subject to the Clinical Laboratory Improvements Amendments of 1988, 42
U.S.C. 2634, to the extent the provision of access would be prohibited by law, or
exempt from the Clinical Laboratory Improvements Amendments of 1988, pursuant
to 42 CFR 493.3(a)(2).

A covered entity may deny access without providing the individual an opportunity to

review, in the following circumstances:

- The protected health information is excepted from right to access;
An inmate’'s request to obtain PHI, if obtaining such information would jeopardize
the health, safety, security, custody, or rehabilitation of the individual or other
inmates, or the safety of any officer, employee, or other person at the correctional
institution or responsible for transporting the inmate;
Access to PHI that was created or obtained by the covered provider in the course of
research that includes treatment may be temporarily suspended for as long as the



research isin progress, provided the individual has agreed to denial of access when
consenting to participate in the research, and the provider has informed the individual
that right to access will be reinstated upon completion of the research.

If the PHI is contained in records subject to the Privacy Act, 5 U.S.C. 5523, access
may be denied if the denia under the Privacy Act would meet the requirements of
law.

If the PHI was obtained from someone other than a health care provider under a
promise of confidentiality and the access requested would be reasonably likely to
reveal the source of the information.

A covered entity may deny access, provided that the individua is given aright to have
such denials reviewed by a licensed health care professiona who is designated by the
covered entity to act as areviewing official and who did not participate in the original
decision to deny, in the following circumstances:
A licensed hedlth care professiona has determined, by professional judgment, that the
access is reasonably likely to endanger the life or physical safety of the individual or
another person;
The PHI makes reference to another person (unless the person is a licensed health
care professional) and a licensed health care professional, by professional judgment,
had determined that access is reasonably likely to cause substantial harm to such
person; or
The request for access is made by the individual’ s personal representative, and a
licensed health care professional, by professional judgment, had determined that
access is reasonably likely to cause substantial harm to the individual or another
person.
The covered entity must provide or deny access in accordance with the determination of
the designated reviewing official.

A covered entity may require individuals to make requests for access in writing,
provided it informs individuals of such a requirement.

Attachment 22: Conditionsfor Timely Action to Requests for Access

Except as provided below, a covered entity must act on arequest for access no later than
30 days after receipt of the request as follows:
If the request is granted, in whole or part, the covered entity must inform the
individual of acceptance and provide the access requested in accordance with the
conditions listed below;
If the request is denied, in whole or part, the covered entity must provide the
individual with awritten denial in accordance with the criteriain Attachment 24;
If the request isfor PHI that is not maintained or accessible to the entity on-site, the
entity must inform the individual of acceptance and provide the access requested no
later than 60 days from the receipt of such request.
If the covered entity is unable to grant or deny the request and inform the individual
within 30 days of receipt of the request, the covered entity may extend the time for
such actions by no more than 30 days, provided that:



0 The covered entity provides the individual with awritten statement of the
reasons for the delay and the date by which the covered entity will
complete its action on the request; and

0 The covered entity may only have one such extension of time on a request
for access.

Attachment 23: Requirements for Provision of Access

When the covered entity provides access, in whole or in part, to requested health
information, the covered entity must comply with the following requirements:
- The entity must provide the access requested by the individual, including inspection
or obtaining a copy, or both.
If the information is maintained in more than one designated record set or at more
than one location, the entity need only produce the PHI once in response to the
request.
The entity must provide the access in the form or format requested by the individual,
if it isreadily producible in such form or format, if not, in a readable hard copy form
or other such format as agreed to be the entity and the individual;
The entity may provide the individual a summary of the PHI requested, in lieu of
providing access to the PHI, or may provide an explanation of the PHI to which
access has been provided if:
o0 Theindividual agreesin advance to such summary or explanation;
o Theindividua agreesin advance to the fees imposed, if any, by the entity
for the summary or explanation;
The entity must provide the access as requested in atimely manner (see Attachment
22), including arranging with the individual a convenient time and place to inspect or
obtain a copy of the PHI, or mailing the copy at the individua’s request.
The entity may discuss the scope, format, and other aspects of the request with the
individual as necessary to facilitate the timely provision of access.
The covered entity may impose a reasonable, cost-based fee, provided that the fee
includes only the cost of:
- Copying, including the cost of supplies for and labor of copying;
Postage, when the individual has requested the copy, summary, or explanation be
mailed; and
Preparing an explanation or summary of the PHI, if agreed to by the individual as
stated above.

Attachment 24: Requirementsfor Denial of Access

When the covered entity denies access, in whole or in part, to PHI, the covered entity
must comply with the following requwements
The entity must, to the extent possible, give the individual access to any other PHI
requested, after excluding the PHI as to which the entity has a ground to deny access;
The entity must provide atimely (see Attachment 22), written denia to the
individual;
The denial must be in plain language and contain:
0 Thebasisfor the denid;



o |If applicable, a statement of the individual’s review rights, including a
description of how the individual may exercise such review rights; and

0 A description of how the individual may complain to the covered entity
(as specified in the notice of privacy practices) or to the Secretary. The
description must include the name, or title, and telephone number of the
contact person or office.

If the entity does not maintain the PHI that is the subject of the request, and knows
where the information is maintained, the entity must inform the individual where to
direct the request for access.

If the individual requests a review for denial, the entity must promptly refer the
review request to the designated reviewing official.

0 The designated reviewing official must determine, within a reasonable
period of time, whether or not to deny access based on the standards (see
Attachment 21) for reviewable grounds for denial.

0 The entity must promptly provide written notice to the individual of the
determination of the reviewing official and take other action as required to
carry out the designated reviewing official’ s determination.

Attachment 25: Amendment of Protected Health | nfor mation

An individua has the right to have a covered entity amend PHI or arecord about the
individual in a designated record set for as long as the PHI is maintained in the
designated record set. A covered entity may deny the request, if it determines that the
PHI or record that is subject to the request:
Was not created by the covered entity, unless the individual provides areasonable
basis to believe that the originator of the PHI is no longer available to act on the
requested amendment;
It is not part of the designated record set;
Would not be available for inspection (see information about access to PHI &
records), or
- Isaccurate and complete.
A covered entity may require individuals to make requests for amendment in writing, and
to provide areason to support a requested amendment, provided it informs individuals of
such requirements.

Attachment 26: Requirementsfor Timely Action in Response to Requests for
Amendment

A covered entity must act on the individua’s request for an amendment no later than 60
days after receipt of such arequest, as follows:
If the entity grants the requested amendment, in whole or in part, it must take actions
required for making the amendment and informing the individua;
If the entity denies the requested amendment, in whole or in part, it must provide the
individual with awritten denial in accordance with the requirements for denying the
amendment;



If the entity is unable to act on the amendment within 60 days of receipt of the
request, the entity may extend the time for such action by no more than 30 days,
provided that:

0 The entity, within the initial 60 days, provides the individua with a
written statement of the reasons for the delay and the date by which the
entity will complete its action on the request; and

0 The entity may have only one such extension on a request for amendment.

Attachment 27: Requirementsfor Denial of a Request for Amendment

When the covered entity denies a requested amendment, in whole or in part, the covered
entity must comply with the following requirements:
The entity must provide the individual with atimely, written denial. The denial must
use plain language and contain:

0 Thebasisfor the denia

0 Theindividua’sright to submit a written statement disagreeing with the
denial and how the individual may file such a statement;

0 A statement that, if the individual does not submit a statement of
disagreement, the individual may request that the entity provide the
individual’ s request for amendment and the denial with any future disclosures
of the PHI that is the subject of the amendment; and

0 A description of how the individual may complain to the covered entity
(following the complaint process in the notice) or to the Secretary. The
description must contain the name or title, and telephone number of the
contact person or office.

Attachment 28: Right to an Accounting of Disclosures of Protected Health
I nformation

Anindividua has aright to receive an accounting of disclosures of PHI made by a
covered entity in the six years prior to the date on which the accounting is requested,
except for disclosures:
- To carry out treatment, payment, and health care operations;
To individuals of PHI about them as provided in 164.502;
For the facilities directory or to personsinvolved in the individual’s care or other
notification purposes,
For national security or intelligence purpose;
To correctional institutions or law enforcement officials; or
That occurred prior to the compliance date for the covered entity.
The entity must temporarily suspend an individua’s right to receive an accounting of
disclosures to a health oversight agency or law enforcement official, for the time
specified by such agency or official, if such agency or official provides awritten
statement that such an accounting would be reasonably likely to impede the agency’s
activities and specifying the time for which such a suspension is required.
If the agency or official statement of above is made orally, the entity must:



o Document the statement, including the identity of the agency or officia
making the statement;
o Temporarily suspend the individual’s right to receive and accounting of such
disclosures,
0 Limit the temporary suspension to no longer than 30 days from the date of the
oral statement, unless a written statement is submitted during that time.
Anindividual may submit a request for an accounting of disclosures for atime period
less than six years from the date of the request.

Attachment 29: Content of the Accounting

The covered entity must provide the individual with awritten accounting that meets the

following requirements:

- Except as otherwise provided for in Attachment 28, the accounting must include
disclosures of PHI that occurred during the six years (or shorter at the request of the
individual) prior to the date of the request for an accounting, including disclosures to
or by business associates of the covered entity;

The accounting must include for each disclosure:

0 Thedate of the disclosure;

0 The name of the entity or person who received the PHI, and if known, the
address of such entity or person;

0 A brief description of the purpose of the disclosure that reasonably
informs the individual of the basis for the disclosure, or in lieu of such
statement:

- A copy of the individual’s written authorization pursuant to uses and
disclosures for which an authorization is required (164.508), or
A copy of awritten request for disclosure when required by the
Secretary to investigate or determine the entity’ s compliance with the
regulation (164.502(a)(2)(ii)), or for uses and disclosures for which
consent, an authorization, or opportunity to agree or object is not
required (164.512), if any.
If during the period covered by the accounting, the covered entity has made multiple
disclosures of PHI to the same person or entity for a single purpose because it was
required by the Secretary to investigate or determine compliance with the regulation
(164.502(a)(2)(ii)), or for uses or disclosures for which consent, authorization, or
opportunity to agree or object is not required (164.512), or pursuant to asingle
authorization under uses and disclosures for which an authorization is required
(164.508), the accounting may, with respect to such multiple disclosures provide:
The information required for the first disclosure during the accounting period;
The frequency, periodicity, or number of disclosures made during the accounting
period; and
The date of the last such disclosure during the accounting period.

Attachment 30: Provisions of the Accounting

The covered entity must act on the individual’ s request for an accounting no later than 60
days after receipt of such arequest as follows:



The entity must provide the individual with the accounting requested;
If unable to provide the accounting requested within the 60 days, the entity may
extend the time to provide the accounting by no more than 30 days, provided that:

0 The entity provides the individual, within the initial 60 days, with a
written statement of the reasons for the delay and the date by which the
accounting will be provided; and

0 Theentity may only have one extension of time for action on arequest for
an accounting.

The entity must provide the first accounting to an individual in any 12 month period
without charge. However, the covered entity may:

0 Impose areasonable, cost-based fee for each subsequent request for an
accounting by the same individual within the 12 month period; and

0 Theentity informs the individual in advance of the fee; and

0 Provides the individual with an opportunity to withdraw or modify the
request for a subsequent accounting in order to avoid or reduce the fee.

Attachment 31: Policies and Procedures and Changesto Policies or Procedures

A covered entity must implement policies and procedures with respect to PHI that are
designed to comply with the standards, implementation specifications, or the
regquirements of the regulation. The policies and procedures must be reasonably
designed, taking into account the size and type of activities that relate to PHI by the
covered entity, to ensure compliance.

A covered entity must make changes to its policies and procedures
As necessary and appropriate to comply with changes in the law, including the
standards, requirements and implementation specifications of the regulation;
When a change in privacy practice effects a privacy practice that is described in the
notice.
An entity may make other changes at any time, provided that the changes are documented
and implemented in accordance with the requirements of the regulation.

To implement a policy and procedure change due to a change in law:
Promptly document and implement the revised policy or procedure;
Promptly make revisions to the notice, if the changes materially effects the content.
To implement revisions practices stated in the notice, a covered entity must:

0 Ensure that the revised policy or procedure complies with the standards,
requirements, and implementation specifications of the regulation;

0 Document the policy or procedure as revised;

0 Revisethe notice as required to state the changed practice and make the
notice available in accordance with the regulation. A change may not be
implemented prior to the effective date of the revised notice.

If a covered entity has not reserved the right to change a privacy practice that is stated
in the notice, the entity may only make a change to a privacy practice that is stated in
the notice if:

0 The change meets the implementation requirements noted above; and



0 Such changeis effective only with respect to PHI created or received after
the effective date of the notice.
If a change to a policy or procedure does not materially effect the content of the
notice:
0 The policy or procedure must comply with the standards, requirements,
and implementation specifications of the regulation;
o0 The changeis documented as required, prior to the effective date of the
change.



Checklist: Notice of Information

Use the following checklist to help with the development of a Notice of Information
The notice must contain the following elements:

O The following statement in the header or otherwise prominently displayed: “THIS
NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.”

[J A description, including at least one example, of the types of uses and disclosures that
the covered entity is permitted to make (by the regulation) for each of the following
purposes: treatment, payment, and health care operations.

[ A description of each of the other purposes for which the covered entity is permitted
or required by the regulation to use or disclose protected health information without
the individual’ s written consent or authorization.

[J 1f ause or disclosure for any purpose described in the above two items is prohibited
or materialy limited by law, the description of such use or disclosure must reflect the
more stringent law as “more stringent” is defined in the regulation (see 160.202 of the
regulation for the definition).

[J For each purpose described in the second and third items listed above, the description
must include sufficient detail to place the individual on notice of the uses and
disclosures that are permitted or required by this regulation or other applicable law.

[J A statement that other uses and disclosures will be made only with the indiviudal’s
written authorization and that the individual may revoke such authorization.

If a covered entity intends to engage in any of the following activities the description of
the types of uses and disclosures that the entity is permitted to make for treatment,
payment, or health care operations, must include a separate statement (as applicable) that:

[J The covered entity may contact the individual to provide appointment reminders or
information about treatment alternatives or other health-related benefits and services
that may be of interest to the individual;

[J The covered entity may contact the individual to raise funds for the covered entity; or

[ A group health plan, or a health insurance issuer or HMO with respect to a group
health plan, may disclose PHI to the sponsor of the plan.

The notice must contain a statement of the individual’ s rights with respect to PHI and a

brief description of how the individual may exercise these rights, as follows:

[J The right to request restrictions on certain uses and disclosures of PHI as provided by
the rights to request privacy protection for health information (164.522), including a
statement that the covered entity is not required to agree to a requested restriction.

[J The right to receive confidential communications of PHI (that meet the requirements
for confidential communications found in 164.522(b)).



[J Theright to inspect and copy PHI (as provided by the regulation under access of
individuals to protected health information (164.524)).

[J The right to amend protected health information (as provided by the regulation
(164.424)).

[J The right to receive an accounting of disclosures of protected health information (as
provided by the regulation (164.528)); and

O The right of an individual, including an individual who has agreed to receive the

notice electronically in accordance with the regulation (165.520(c)(3)), to obtain a
paper copy of the notice from the covered entity upon request.

The notice must also contain statements relating to the covered entity’ s duties. This

portion of the notice must contain:

[J A statement that the covered entity is required by law to maintain the privacy of PHI
and to provide individuals with notice of its legal duties and privacy practices with
respect to PHI,;

[ A statement that the covered entity is required to abide by the terms of the notice
currently in effect; and

[J For the covered entity to apply achange in its privacy practice that is described in the
notice to protected health information that the covered entity created or received prior
to issuing arevised notice, in accordance with the regulation (164.530(i)(2)(ii)), a
statement that it reserves the right to change the terms of its notice and to make the
new notice provisions effective for all protected health information that it maintains.
The statement must aso describe how it will provide individuals with a revised
notice.

The notice must contain statements about complaint processes, contacts, and effective

dates. These statements should contain the following information:

[J A statement that individuals may complain to the covered entity or to the Secretary if
they believe their privacy rights have been violated,

[J A brief description of how the individual may file a complaint with the covered
entity,
[J A statement that the individual will not be retaliated against for filing a complaint.

[J The name, or title, and telephone number of a person or office to contact for further
information (as required by 164.530(a)(1)(ii))

[J The date on which the notice is first in effect, which may not be earlier than the date
on which the notice is printed or otherwise published.

In addition to the elements and information required in the notice, a covered entity may

include the following:

[J If a covered entity elects to limit the uses or disclosures that it is permitted to make, a
description of its more limited uses or disclosures, provided that the covered entity
may not include in its notice a limitation affecting its right to make a use or disclosure
that isrequired by law or permitted to prevent or lessen a serious and imminent threat
to the health or safety of a person or the public.



[J For the covered entity to apply a change in its more limited uses and disclosures of
PHI created or received prior to issuing a revised notice, the notice must include the
statements that it reserves the right to change the terms of its notice and to make the
new notice provisions effective for al protected health information that it maintains.
The statement must also describe how it will provide individuals with a revised
notice.

Health plans must meet the following requirements when implementing their notice:

[J Provide notice no later than the compliance date for the health plan, to individuals
covered by the plan;

O Thereafter, at the time of enrollment, to individuals who are new enrollees; and

[J within 60 days of amaterial revision to the notice, to individuals then covered by the
plan.

[J No less frequently than every three years, notify individuals then covered by the plan
of the availability of the notice and how to obtain the notice.

The above requirements are satisfied if notice is provided to the named insured of a

policy under which coverage is provided to the named insured and one or more

dependents. Furthermore, it the plan has more than one notice, it meets the above

requirements by providing the notice that is relevant to the individual or other person

requesting the notice.

Covered hedlth care providers that have a direct treatment relationship with an individual

must also meet the following requirements when implementing their notice:

[J Provide notice no later than the date of the first service delivery, including service
delivered electronically, to such individual after the compliance date for the covered
health care provider;

[J Have the notice available at the service delivery site for individuals to take with them,
(if the provider has a physical service ddlivery site); and

[J Post the notice in a clear and prominent location where it is reasonable to expect
individuals seeking service from the provider to be able to read the notice; and

[0 Whenever the notice is revised, make the notice available upon request on or after the

effective date of the revision and promptly comply with the above requirements for
availability and posting, if applicable.

If the covered entity maintains a web site that provides information about the covered

entity’ s customer services or benefits then the entity must:

[ Prominently post its notice on the web site and make the notice available
electronically through the web site.

An entity may provide the notice by e-mail if the individual agrees to electronic notice

and the agreement has not been withdrawn. However,

[ 1f the entity knows that the transmission has failed, a paper copy of the notice must be
provided to the individual.

[J Provision of electronic notice will satisfy the requirements of provision of notice if
made timely in accordance with the specific requirements for health plans or health
care providers that have a direct treatment relationship with an individual.



[J Also, if the first service delivery to an individual is delivered electronically, an
electronic notice must be provided automatically and contemporaneoudly in response
to the individua’ s first request for service.

[J Furthermore, the individual who is the recipient of electronic notice retains the right
to obtain a paper copy of the notice, upon request.

Conditions for joint notice by separate covered entities that participate in an organized

health care arrangement. A joint notice may be used provided that:

[J The covered entities participating in the arrangement agree to abide by the terms of
the notice with respect to PHI created or received as part of participation in the
arrangement;

[J Thejoint notice contains all the required elements, except that the statements may be
altered to reflect that fact that the notice covers more than one entity; and

[J Describes with reasonable specificity the covered entities, or class of entities, to
which the notice applies;

[J Describes with reasonable specificity the service delivery sites, or classes of sites, to
which the notice applies; and

[ 1f applicable, states that the covered entities participating in the arrangement will
share PHI with each other, as necessary to carry out treatment, payment, or health
care operations relating to the arrangement.

[ The covered entities must provide the notice to individuals in accordance with all
applicable implementation specifications noted in the above sections.

Provision of the joint notice to an individual by any of the entities included in the notice

will satisfy provision of notice requirements for all other entities covered by the joint

notice.



